ITAMATKA
«O MEPAX BE3OITACHOI'O UCITOJIB3OBAHUS BAHKOBCKUX KAPT»

Cobnronenue pekomeHaanui, coaepxkamuxcs B [lamsaTke, MO3BOJUT OOECHEUUTH
MaKCUMaJIbHYI0 COXPaHHOCTb OaHKOBCKOW KapTel, ee pekBu3utoB, IIMH u npyrux
JAHHBIX, a TaKKe CHU3UT BO3MOXHBIE PHCKH TIpPU COBEPIICHHWU ONepanuil c
UCIIOJIb30BAHNEM OAHKOBCKOM KapThl B OaHKOMare, npu Oe3HAIMYHOM OIlIaTe TOBApPOB U
yCIIyT, B TOM 4YHCIie yepe3 ceTb VIHTepHerT.

O0mme pekoMeHaAIMH

1. Huxornma He coobmraiite IIMH TpeThum nmiiamM, B TOM YHCIE POJICTBEHHUKAM,
3HaKOMBIM, COTPYAHHMKAM KPEIUTHOM OpraHU3allM, KacCUpaM U JUIaM, MOMOTAIOIUM
Bawm B ucnonp3zoBanny 0aHKOBCKOM KapThl.

2.1IMH wHeoOxomuMoO 3alMlOMHUTH WM, B CJIy4ae €CIHM O3TO  SBISETCA
3aTPyIHUTENBHBIM, XPAHUTh €Tr0 OTIEIBHO OT OAHKOBCKOW KapThl B HESIBHOM BHUIE U
HEJIOCTYIHOM JIJIsl TPETHUX JIUII, B TOM YHCJI€ POACTBEHHUKOB, MECTE.

3. Huxorma Hu mpu Kakux OOCTOSITEIHCTBAX HE TMepenaBaiTe O0aHKOBCKYIO KapTy
JUTSL ICTIOJIB30BaHUsI TPETHUM JIMIIAM, B TOM YHUCJI€ pOJICTBeHHHKAM. Eciii Ha GaHKOBCKOM
KapTe HaHeceHbl (haMuius U UMsl (PU3UIECKOTO JIUIA, TO TOJBKO 3TO (PU3UYECKOE JIUIIO
MMeEeT MPaBO UCII0Ib30BaTh OAHKOBCKYIO KapTy.

4. Ilpu nonmydeHnn GAHKOBCKOM KapThl pAaCHUIIUTECh HA €€ 00OPOTHOM CTOpPOHE B
MecTe, MpelIHa3HAYeHHOM [JIsi TMOIIUCH JepiKareiss OaHKOBCKOM KapThl, €ClU 3TO
MPEAYyCMOTPEHO. DTO CHHU3UT PHUCK HCIOJb30BaHUA OaHKOBCKOW KapThl Oe3 Bamiero
COTJIacus B ClIy4ae €€ yTpaThl.

5. BynpTe BHUMATENbHBI K YCJIOBHUSM XpaHEHUS U HCIOJIH30BaHUS OaHKOBCKOM
kapTel. He mopaBepraiiTe OaHKOBCKYIO KapTy MEXaHHMYECKHM, TEMIIEpATypHbIM |
AJIEKTPOMATHUTHBIM BO3JCUCTBUSM, a Takke H30eraiTe TMomaJaHus HAa Hee BJIArW.
BaHKOBCKyIO KapTy HENb3sl XpaHUTh PAIOM C MOOWIBHBIM Telie(oHOM, OBITOBOM U
0(HCHON TEXHUKOM.

6. Tenepon OOO «Kamrxombank» 8-800-2000-438. Takke HE0OXOAUMO Bcera
umets npu cedbe Homep 8-800-2000-438 u HOMep OaHKOBCKOM KapThl Ha APYTrHX
HOCHUTENSX HMH(OpPMAIMU: B 3aMMCHOM KHIDKKE, MOOWJIBHOM TenedoHe W/WIK JPYrux
HOCHUTEISAX HHPOPMAITUHU, HO HE psJIOM ¢ 3anmuchio o [TMH.

7. C 1enpio mpeIoTBpaIIeHNs HEIPABOMEPHBIX JACHCTBUN MO CHITHIO BCEM CYyMMBI
JIEHEXKHBIX CPEJICTB C OAHKOBCKOTO CUETa, I[EIeCO00Pa3HO YCTAHOBUTH CYTOYHBINA JIUMUT
HA CYMMy omepanuii mo OaHKOBCKOM KapTe U, OJHOBPEMEHHO, MOJKIIOYUTh
ANIEKTPOHHYIO YCIIYTY OMOBEIIEHUS O MPOBEJCHHBIX ONepanusx (HanpuMep, OTOBEIICHUE
nocpencTBoM SMS-coo01eHni WM UHBIM CITOCOO0M).

8. Ilpu momyueHun mpochbObI, B TOM YHUCIIE CO CTOPOHBI COTPYIAHHKA KPEIUTHOU
OpraHu3alnu, COOOUIUTH MEPCOHANbHbIE TaHHbIE WX HH(OPMaLHI0 0 OAHKOBCKOHN KapTe
(8 Tom uucne [IMH), He coobmaiite ux. [lepesornte B OO0 «KamMkomMOaHK» IO HOMEpY
8-800-2000-438 u coolmuTe 0 TaHHOM (aKTe.

9. He pekoMeHayeTcst oTBedaTh Ha DJIEKTPOHHBIC MHUCHhMA, B KOTOPHIX OT MMEHH
KpeauTHoM opranuzanuu (B Tom uymcie u oT OO0 «KamkombaHKk») mpenjaraercs
MpPEeI0CTaBUTh TEPCOHANBHBIC NaHHbIe. He creayiiTe mo «cchUlkam», yKa3aHHBIM B
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nucbMax (BKJIIOYAsl CCHUIKMA HA CAUT KPEIUTHOM OpraHu3aluu), T.K. OHU MOTYT BECTH Ha
CalThI-IBOMHUKMU.

10. B memsax wunHbpopManmonHoro B3ammogehctBus ¢ OO0 «KamkomOaHK»
PEKOMEHIYeTCS HCIIOIb30BaTh TOJBKO PEKBHU3UTHI CPEJCTB CBSI3M (MOOWIBHBIX U
CTaIlMOHAPHBIX TeIePOHOB, (DAKCOB, HHTEPAKTUBHBIX Web-caiTOB/OpTanoB, OOBIYHON U
AIIEKTPOHHOW TOYTHI M Tp.), KOTOpbIE YyKa3aHbl B JOKYMEHTaX, IOJTYYEHHBIX
HernocpeactBeHHO B OO0 «KamkoMOaHK.

11. Tlomuute, uto B ciyyae packpeitTus [IMH, mepcoHalbHBIX NaHHBIX, yTpaThl
OaHKOBCKOM KapThl CYHIECTBYET PHUCK COBEPILIEHUS HEMPaBOMEPHBIX ICHCTBUI C
JICHEKHBIMU CpeicTBaMU Ha Bariem 6aHKOBCKOM CYETE CO CTOPOHBI TPETHUX JIUII.

B cnydae ecnm mmerorcs npeanosioxkenus o packpbitun [IMH, nmepconanbHbIX
JAHHBIX, TMO3BOJISIONIMX COBEPIINTH HEMpaBOMEpHbIE AeHCcTBUS ¢ Bammm O0aHKOBCKUM
CYEeTOM, a Takke, eciau OaHKOBCKas KapTa Obula yTpaueHa, HEOOXOJAMMO HEMEJICHHO
obOpatutbcsi B OO0 «KamkomMOaHK» W cleoBaThb yKa3aHWUSM COTpyAHHMKA OaHka. Jlo
MomeHTa oOpamenus B OOO «Kamkombank» Bbl Hecere pHCK, CBSI3aHHBIN C
HECaHKIIMOHUPOBAHHBIM CIUCaHUEM JCHEKHBIX CPEACTB ¢ Baiero 6aHKOBCKOTro cuerta.
CoriacHo yCJIOBHSIM JIOTOBOpPA, ACHEKHBIE CPEJICTBA, CIIMCaHHBIE ¢ Baiiero 0aHKOBCKOTO
cyeTa B pe3yJbTaTe HECAaHKIIMOHUPOBAHHOTO MCIIOJIL30BaHUs Bareit 6aHKOBCKOM KapThl
0 MOMEHTa YBEJIOMJIEHHSI 00 3TOM KpPEIUTHOW OpraHu3alMh-d3MHUTEHTAa OaHKOBCKOMN
KapThl, HE BO3MEILAIOTCSI.

PexoMeHaanmu nNpy cOBEpPLICHUH ONepanMid ¢ 0aHKOBCKOM KapToil B 0aHKoOMaTe

1. OcymiecTBasiiTe Oonepanuu ¢ HCIOJb30BAHUEM OaHKOMATOB, YCTAaHOBJICHHBIX B
0e30macHbIX MecTax (Hampumep, B TOCYIAPCTBEHHBIX YUPEKACHHUAX, MOAPA3IACITCHUSIX
0aHKOB, KPYITHBIX TOPTOBBIX KOMILJIEKCAX, TOCTHHHIIAX, a3POTIOPTaX U T.I1.).

2. He ucnone3yiite yctpoiictBa, kotopsle TpeOytoT BBoga [IMH nns moctyma B
MOMEILIEHHUE, T]I€ PACTIONO0XKEH OAHKOMAT.

3. B cnydae ecnu moOGaM30CTH OT OaHKOMATa HAXOAATCS IOCTOPOHHUE JINIIA, CIETYEeT
BbIOpaTh Oojiee  moaXopsiiee BpeMs JUIS  HCIONB30BaHUS  OaHKOMAaTa WU
BOCIIOJI30BaThCS APYTUM OAaHKOMATOM.

4. Tlepen ucnoyib30BaHUEM OAHKOMAaTa OCMOTPUTE €ro Ha HAJTUYHE JOTOJTHUTEIbHBIX
YCTPOMCTB, HE COOTBETCTBYIOIINX €r0 KOHCTPYKIIMU M PACIOJIOKEHHBIX B MeCTe Habopa
[IMH u B Mecte (mpopesb), IpeAHa3HAUYEHHOM JI [pueMa KapT (Hampumep, Haauyue
HEPOBHO yCTaHOBJEHHOW kimaBuatypsl Habopa I[IMH). B yka3anHom ciyuae
BO3JICP’KUTECH OT UCIIOJIH30BAHUS TAKOTO OaHKOMATA.

5. B cnyuae ecnu KiaBuaTypa WM MECTO JJIsl TpreMa KapT OaHkoMarta 000py0BaHbI
JIOTIOJTHUTENILHBIMA ~ YCTPOWCTBAMH, HE COOTBETCTBYIOIIMMH €T0  KOHCTPYKIIUH,
BO3JICPKUTECh OT UCIOJIH30BaHMs 0AHKOBCKOW KapThl B JAHHOM OaHKOMATe W COOOIIUTE
O CBOMX TIOJO3PEHUSX COTPYJHHUKAM KpPEAUTHOW OpraHu3amuu 1o TenedoHy,
yKa3aHHOMY Ha OaHKOMaTe.

6. He mpumensiite ¢Gu3MYECKyIO0 CHIIy, YTOOBI BCTaBUTh OaHKOBCKYIO KapTy B
O6ankomar. Ecnu OaHKOBCKasi KapTa HE BCTAaBJISETCS, BO3JIEPKUTECHh OT UCIOJIb30BAHMUS
TaKoro OaHKOMarTa.

7. Habupaiite IIMH Takum o6pa3om, dYTo OBl JIOAW, HAXOAAIIMECS B
HEMOCPEeACTBEHHOM OJM30CTH, HE cMoru ero yBuaeTh. [1pu nabope [IMH npukpeiBaiite
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KIJIABUATYPy PYKOH.

8. B cnyuae ecnum OaHkoMar paOOTaeT HEKOPPEKTHO (HAmpuMep, 0Jroe BpeMms
HaxXOJUTCSI B PpEXKUME OXUAAHHS, CaMOIPOM3BOJIBHO Iepe3arpyx,aercs), Ciaeayer
OTKa3aTbCid OT HCIOJB30BAHMSI TAKOrO OAHKOMATa, OTMEHUTh TEKYIIYIO OIEepalHio,
Ha)kaB Ha KJIaBHaType KHONKY «OTMeHa», U 10KJ1aThCsl BO3BpaTa 0aHKOBCKOM KapThl.

9. Ilocne mnony4yeHHs] HaJIMYHBIX [JEHEKHBIX CpEACTB B OaHKOMaTe, ClEoyeT
nepecyuTaTh OAaHKHOTBHI IMOJIUCTHO, yOEOUThCA B TOM, YTO OaHKOBCKas KapTa Oblia
BO3BpallleHa OaHKOMAaTOM, JOXJaTbCsA BbIAAYM KBUTAHIMM IIpU €€ 3arpoce, 3aTeM
HOJIOKUTh MX B CYMKY (KOIIEJIEeK, KapMaH) M TOJIBKO IIOCJI€ 3TOr0 OTXOIUTh OT
O0aHKoMarTa.

10. CnenyeT coxpaHsTh pacrie4aTaHHbIe OAHKOMATOM KBUTAHIIMH JJI TOCJIEIYIONIEH
CBEPKH YKa3aHHBIX B HUX CYMM C BBIITUCKOM 110 OAHKOBCKOMY CUETY.

11. He npucnymmuBaiiTech K COBeTaM TPETbHUX JIMIl, a TaKKe HE MPUHUMAKNTE HX
MOMOLIb IIPU MIPOBEIECHNUHU ONepalnii ¢ 0AHKOBCKOM KapToi B OaHKOMAaTaXx.

12. Eciin npu npoBesieHuN omnepanuii ¢ 0aHKOBCKOI KapToil B 6aHKoMaTe OaHKOMAT
HE BO3BpaIlaeT 0aHKOBCKYIO KapTy, ClIeAyeT MO3BOHUTh B KPEAUTHYIO OPraHU3aIUIO 110
TeneQoHy, yKa3aHHOMY Ha 0aHKoMare, U 00BACHUTH 00CTOSATENHCTBA IPOU30LIEAIIETO, a
Takke cienyer obOpatutbess B OOO «KamxombaHk», KoTopas He Obula BO3BpallleHa
O0aHKOMaTOM, U Jjajiee CJIeZI0BaTh HHCTPYKIMSIM COTPYIHUKA KPEIUTHONW OpraHn3aluu.

PexoMeHpanuM npv HCHOJb30BAHUU OAHKOBCKOM KapThl Ui Oe3HAJUYHON
OILIATHI TOBAPOB M yCJIYT

1. He ucnonb3yiiTe OaHKOBCKHME KapThl B OpraHM3alMsIX TOPTrOBIM U YCIYT, HE
BBI3BIBAIOLIUX JIOBEPUS.

2. TpeOyiite mnpoBeaeHUs orepalnuii ¢ OaHKOBCKOW KapToW TOJIBKO B Bamiem
INPUCYTCTBUU. DTO HEOOXOAUMO B IIENIAX CHH)KEHUS PUCKA HEMPAaBOMEPHOTO MOTYYEHHS
Bammx nepcoHanbHBIX TaHHBIX, YKa3aHHBIX HA OAaHKOBCKOM KapTe.

3. Ilpu ucnonbp3oBaHUM OAHKOBCKOW KapThl JAJIS OIUIATHl TOBAapOB U YCIYr KaccHup
MOKET TOTpebOBaTh OT Blajeliblla OAHKOBCKOM KapThl MPEJOCTaBUTh MAaCIOPT,
noanucate yek win Beectu [TMH. Ilepen na6opom I[INH crnenyer yOoenuTthecs B TOM, 4TO
JIOM, HaXOJAIIUeCs] B HEMOCPEACTBEHHOM OJM30CTH, HE CMOTYT ero yBujueTh. llepen
TEM, KaK IMOANUCATh YeK, B 0043aTeIbHOM IMOPAIKE IPOBEPhTE CyMMY, YKa3aHHYIO Ha
Yeke.

4. B cnyuae ecnu mpH TMONBITKE OIUIAThl OAHKOBCKOM KapTOW HMMella MECTO «HE
yCHelHas» onepauus, CIeIyeT COXPAaHWUTh OUH JK3EMIUIAP BBIIAHHOIO TEPMHUHAIOM
4yeKa JUIs MOCHEAYIOIIEN MPOBEPKU HAa OTCYTCTBHE YKa3aHHOW ONEpalMM B BBIHUCKE IO
0aHKOBCKOMY CYETY.

PexomeHpanuy npu coBepuieHHH onepanuil ¢ 0aHKOBCKOIl KapTod uyepe3 ceTh
HNurepuer

1. He ucnone3yiite IIMH npu 3akaze ToBapoB U yCIIyT yepe3 ceTh MIHTEpHET, a Takxke
o Tenedony/dakcy.
2. He coobmaiite nepcoHanbHble AaHHBbIE WIM HWH(OpMaIHio O OaHKOBCKOH (OM)
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kapte (cuere) uepe3 cerb Murepner, Hanmpumep, [IMH, napoau nocryna k pecypcam
0aHKa, CpOK JeWCTBHUS OAHKOBCKON KapThl, KPEIUTHBIE JIMMHUTHI, UCTOPHUIO OIEpallHii,
MIEPCOHAJIBHBIC TAHHBIE.

3. C uenpio mpeAOTBpAILCHHS] HETIPAaBOMEPHBIX JIEUCTBUN MO CHATHUIO BCEH CYMMBI
JEHEKHBIX CPEJICTB ¢ OAHKOBCKOI'O cueTa PEKOMEHJYETCs AJI OIUIaThl MOKYIOK B CETH
WMuTepHeT HCMONB30BaTh OTACNIbHYIO OAHKOBCKYIO KapTy (Tak Ha3bIBaeMYIO
BUPTYQJIbHYI0 KapTy) C TMpEeJeibHBIM JIUMHUTOM, MPEIHA3HAYCHHYIO TOJBKO ISt
YKa3aHHOM LIeIM M HE MO3BOJSIONIYIO IPOBOJUTH C €€ HCIOJIb30BAHMEM OIEpaluu B
OpraHu3anusX TOProBIU U YCIYT.

4. Cnenyetr moisb3oBaTbcsi MHTEpHET-CallTaMH TOJBKO M3BECTHBIX U MPOBEPEHHBIX
OpraHu3aIuii TOPTOBJIU U YCIIYT.

5. Obs3aTenbHO yoenuTech B MPAaBWIIBHOCTHU ajipecoB HTEpHET-CaliTOB, K KOTOPHIM
MOJIKJIF0YAETECh, U HAa KOTOPBIX COOMpPAETECh COBEPIIUTH MOKYIKH, T.K. TOXOXKHE ajipeca
MOT'YT UCITOJIb30BaThCS JJIsl OCYILIECTBICHHS HEMPABOMEPHBIX JIEHCTBUM.

6. Pexomenayercsi coBepiiaTth MOKYIKH TOJBKO CO CBOET0 KOMIIBIOTEPA B LIEIAX
COXpaHEeHHs] KOH(HIEHIIMATBbHOCTU NEPCOHAIBHBIX MAHHBIX W (WIM) HHPOPMAIUU O
O0aHKOBCKOM (OM) KapTe (cyeTe).

B cnaydae ecnu mokymnka coBepIIaeTcsi ¢ UCIOJIb30BaHUEM YY)KOTO KOMIBIOTEpA, HE
PEKOMEH/IYETCSl COXPaHATh HA HEM MEepCOHAJbHBbIC JaHHBIE W JAPYTryl0 MHGOpMAIUIO, a
MocJie 3aBepIEHUs] BCEX Olepaluii Hy>)KHO yOeIWTbCs, UYTO NMEPCOHAJIbHBbIC JaHHBIE U
npyras WH(pOpMaIMsS HE COXpaHWINCh (BHOBb 3arpy3uB B Opay3epe Web-ctpanuiry
MpOJIaBIia, HA KOTOPOI COBEPIIAIUCH MMOKYTIKH).

7. YcTaHOBUTE Ha CBOW KOMIBIOTEP aHTHBHUPYCHOE NMPOTpaMMHOE OOECledeHHue U
PETYJSIPHO MPOU3BOJUTE €r0 OOHOBJICHUE MU OOHOBJICHHE IPYTUX UCIOJIB3yeMblXx Bamu
MIPOTPaMMHBIX TPOJIYKTOB (OMEpPAllMOHHON CHUCTEMBl M MPUKIAAHBIX MPOTPAMM), 3TO
MOJKET 3aIUTUTh Bac 0T MPOHUKHOBEHUS BPEIOHOCHOTO TPOTPAMMHOI0 00eCTIeueHusI.



